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Disclaimer

The ATM Industry Association (ATMIA) publishes this best practice manual in furtherance of its non-profit and tax-exempt purposes to
enhance the protection of ATM software security. ATMIA has taken reasonable measures to provide objective information and
recommendations to the industry but cannot guarantee the accuracy, completeness, efficacy, timeliness, or other aspects of this
publication. ATMIA cannot ensure compliance with the laws or regulations of any country and does not represent that the information
in this publication is consistent with any particular principles, standards, or guidance of any country or entity. There is no effort or
intention to create standards for any business activities. These best practices are intended to be read as recommendations only and
the responsibility rests with those wishing to implement them to ensure they do so after their own independent relevant risk
assessments and in accordance with their own regulatory frameworks. Further, neither ATMIA nor its officers, directors, members,
employees, or agents shall be liable for any loss, damage, or claim with respect to any activity or practice arising from any reading of
this manual; all such liabilities, including direct, special, indirect, or inconsequential damages, are expressly disclaimed. Information
provided in this publication is "as is" without warranty of any kind, either express or implied, including but not limited to the implied
warranties of merchantability, fitness for a particular purpose, or freedom from infringement. The name and marks ATM Industry
Association, ATMIA and related trademarks are the property of ATMIA.
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CIT Carrier Best Practices - ATM Cash Risk Mitigation

Protecting the cash that funds your ATM program is paramount for every ATM deployer. ATM cash
differences, thefts, and losses can quickly erode the profitability of an ATM program, or worse, can threaten
an ATM deployer’s ability to continue operations. In recent years there has been a significant increase in
cash thefts associated with cash-in-transit (CIT) carriers at their vaults, in transit, and even after the funds
have been loaded into the ATM. In 2010 alone, there were numerous transit losses including:

e Theft - A high-profile theft where a carrier's owner allegedly stole tens of millions of dollars out of
their own vault,

e Robbery - A bold robbery of a carrier vault which resulted in a loss of millions,

e Fraud - Numerous bill denomination frauds netting hundreds of thousands of dollars to
the perpetrators that may have been prevented had the carriers employed more stringent security
processes for servicing ATMs.

Some of these losses were covered by insurance, but many found no coverage. In total, these losses have
created significant pricing pressure for CIT insurance that has impacted armored carriers, banks, and
independent ATM operators alike.

Selecting a quality CIT carrier can be one of the best ways to minimize the risk inherent in the ATM
business as well as to reduce insurance costs. Thorough upfront and ongoing reviews of CIT carriers can
help reduce the risk of theft by spotting weak points at the carrier and proactively addressing them. We
must continually evaluate the due diligence process and update the requirements based on patterns of past
thefts and potential means of future thefts.

The methods CIT carriers use to manage their vault can have a huge impact on the security and insurability
of the cash. Carrier offices with sound operating procedures and security are best positioned to respond
quickly and appropriately as issues arise.

These are best practices, and may not be applicable to all carriers. It is understood that not all carriers will
be able to follow all of these recommended best practices. In some instances, there may be mitigating
circumstances that can help alleviate concerns for customers and cash providers. As banks and
independent ATM deployers evaluate new and existing CIT carrier relationships, the following best
practices should serve as a guide.

TO RECEIVE A COMPLIMENTARY COPY OF THE COMPLETE BEST PRACTICES GUIDE, please
contact us as info@lowersrisk.com. Note: This guide contains proprietary information and will be made
available to legitimate ATM/CIT operators only. Therefore, when making your request, please provide your
name, title, company name, address, phone number, and email address.
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