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Who Do You Trust?

When employers hire staff, they hope to
develop a relationship of trust. No matter
the size, every business owner needs to
delegate important tasks to a trusted em-
ployee at some point in time. Bookkeep-
ers, office managers, controllers, vice
presidents, CFOs, and other positions
may all have the responsibility of main-
taining bank statements, authorizing pay-
ments, or making deposits on behalf of
the company. Unfortunately in business,
trust can also act as a double-edged
sword. It can help free up time to allow a
company to grow or it can give a dishon-
est employee the opportunity to steal.
Temptations can be even higher in the
gaming industry, due to the significant
cash exposures that exist.

A bookkeeper for a popular racetrack &
casino was hired for her positive employ-
ment history and accounting experience.
Her duties included managing the horse-
race accounts, which gave her the re-
sponsibility of maintaining the money ac-
count and paying out the appropriate
prize amounts. The bookkeeper came to
work every morning without missing a
beat. She was well liked by her co-
workers and got along with her supervi-
sors and customers. No one could have
imagined that she was covering up a
deep secret with her friendly smile and
charming personality. After 10 years of
employment, she decided to retire. If it
wasn't for a routine audit, no one would
have ever discovered what she was able
to hide.

A year after she retired, the racetrack &
casino conducted an internal audit which
uncovered a serious issue. A significant
amount of money was missing from their
account. Deposits had been forged, cash
was misappropriated, and several pay-
ments were made to an unfamiliar ven-
dor. This all traced back to one person,

and one person only, the trusted book-
keeper. The internal audit revealed that
the trusted bookkeeper was able to si-
phon $1.7 million dollars from the com-
pany’'s horserace account during the
last 7 years of her employment.

Since the bookkeeper had the sole au-
thority of managing the horserace ac-
count, she had the opportunity to forge
the deposit reports while pocketing a
significant amount of money each time.
She also created a fictitious business
account and made unauthorized pay-
ments to this account using the horse-
race account. Year after year, she used
her employer’s funds to pay for her lav-
ish expenses, including jewelry, cars
and exotic vacations. Her employer
didn’'t notice, her co-workers didn’t no-
tice, and her neighbors never had a
clue. Even though an internal audit
caught the scheme a year after she
retired, the bulk of the loss could have
been avoided if the racetrack & casino
implemented a separation of bank ac-
count duties and utilized stronger ven-
dor controls.

Trusting employees can be costly to all
businesses. Casino operators should
put their trust in their own internal con-
trols rather than the individuals they
employ. The same person should not
have the ability to authorize payments,
make deposits, and reconcile the bank
accounts. Every banking transaction
should be separated and/or cross-
checked by another employee or
owner. The higher the cash exposure,
the higher the need for a segregation of
duties.

Vendor controls are also very impor-
tant. Casino operators should perform
background checks on all vendors to

Continued on page 4

Contact List

GREATAMERICAN.
INSURANCE GROUP

Great American is prepared to
provide the insurance protection
your casino needs to guard
against fraud, theft, robbery, kid-
nap and ransom, or computer
crime. For more information,
please contact:

Stephanie M. Hoboth
Vice President
(860) 285-0076

smhoboth@GAIC.com
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Trust your risk mitigation needs to
Lowers Risk Group, an independ-
ent, internationally recognized
provider of loss prevention, inves-
tigation, and enterprise risk man-
agement (including human capital
risk) services to the Casino &
Gaming Industry. For more infor-
mation, please contact:

Steve Yesko, ARM
VP, Business Development
(540) 338-7151
syesko@lowersriskgroup.com
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Debit Card Fraud: The Movement Toward

EMV Chip Card Technology in the U.S.

The United States is often viewed as a world leader in many respects; however, there are a number of areas, es-
pecially from a technology standpoint, that the U.S. lags behind much of the world in the implementation of new
technologies. One of these areas that has a direct impact on the rate of identity fraud is the use of EMV chip tech-
nology in debit and credit cards.

Identity fraud affects millions of people each year. One of the major deterrents is the ability to implement available
technological advances in an effort to stay ahead of the criminal element. Complacency with current technologies
and security features will allow the fraudster to eventually discover any security weaknesses and devise a scheme
to take advantage of these weaknesses.

There are many factors driving the increased levels of identity theft crime to include the general nature of the crimi-
nal element, economic challenges, and advances in technology available to fraudsters, to name a few. Among the
many areas of identity theft fraud, one that continues to grow in recent years is debit card fraud. According to
Javelin Strategy and Research, a provider of independent research focused on the financial services and payment
industries, identity fraud increased 13 percent in 2011, with more than 11.6 million adults becoming victims in the
United States. Javelin’s research also indicates that debit card fraud accounted for 36 percent of all payment card
fraud in 2011. Javelin’s more recent research indicates that identity fraud occurrence increased again in 2012,
affecting 5.26 percent of adults in the U.S. as opposed to the 4.9 percent affected in 2011. The result of this in-
crease is an additional 1 million consumers being affected, a total of 12.6 million consumers in 2012.

With the continually increasing use of debit cards as opposed to cash or checks for making payments, the opportu-
nities for financial account information to be compromised are continually on the rise. Lost, stolen, or compro-
mised debit cards can result in fraud detrimental to an individual’s finances. (The fact that the debit card is directly
linked to your checking account and that any misuse can quickly empty your account resulting in missed pay-
ments, suffering all of the related circumstances and hardships, is a concern for many individuals.)

Some instances of debit card fraud relate to lost or stolen cards. Another scenario that is becoming more and
more common is when an individual becomes the victim of debit card fraud having never lost possession of their
debit card. Therefore, securing your information, such as your account number and personal identification number
(PIN), is as important as securing the card itself. The criminal element is daily becoming more and more sophisti-
cated and technologically savvy. They are continually devising new ways to steal your data from ATM machines,
merchant payment terminals, or from you personally via email or telephone communication.

In recent years there has been a steady increase in the controls implemented and information required for access
to financial information. Among these are requirements for more complex passwords, specific computer authenti-
cation, and the use of security questions to verify identity. Many countries outside of the United States have even
started using a microchip, which is more secure than the magnetic stripe, to prevent the duplication of cards.

This microchip technology is known as EMV. EMV (a collaboration between EuroPay, MasterCard, and Visa) has
created global standards for chip technology in debit and credit cards. The EMV standards define the specifica-
tions and procedures for all elements of the EMV chip payment cards and related devices, such as point of sale
(POS) terminals and ATMs.

Chip cards are embedded with a microchip that has proven to be more secure than the current magnetic stripe
used on most U.S. issued payment cards. The chip has the ability to store encrypted
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Debit Card Fraud: The Movement Toward

EMV Chip Card Technology in the U.S.

Continued from page 2

information that is used to verify the card’s authenticity
when it is entered into an EMV enabled device such as
a POS terminal or ATM. A personal identification num-
ber (PIN) is required in what are referred to as “chip
and PIN” transactions or a signature is required in
what are referred to as “chip and signature” transac-
tions. The encrypted chip and related security features
make it extremely difficult to counterfeit the cards,
which has been a problem with traditional magnetic
stripe cards.

Identity theft is a major challenge throughout the world;
however, most industrialized countries have transi-
tioned to chip card technology in an effort to curtail the
occurrence of card-present fraud. This technology has
the potential to significantly decrease POS card fraud.
Statistics show that other countries have seen a sub-
stantial decrease in card-present fraud since their in-
troduction of EMV chip technology. Given that the
U.S. is one of the few large economies that has not
transitioned to the more secure chip technology, this
fact only contributes to the focus of the fraudster on
the U.S. as a target for counterfeit card fraud. With
that being said, U.S.-based card issuers, financial insti-
tutions, and retailers are currently in the process of a
shift to the use of chip technology in payment card
transactions. Major U.S. card issuers American Ex-
press, Discover, MasterCard, and Visa have all an-
nounced EMV migration plans. In a press release
dated July 30, 2013 from MasterCard and Visa, they
announced plans to make “certain proprietary EMV
chip technologies available to each other and other
networks, enabling a debit chip transaction originating
from a single chip application to be routed by the mer-
chant to Visa, MasterCard, or any other U.S. PIN debit
network that elects to participate in these same solu-
tions,” further stating that by “opening their invest-
ments and technologies to the industry, the two

brands will further accelerate the U.S. to a more secure
chip-enabled marketplace.”

Despite the announcements and efforts being made
with respect to the transition to chip card technology in
the U.S., it should be noted that there are also signifi-
cant logistical challenges and financial commitments
that will still need to be addressed to include the follow-

ing:

M Card issuers will be required to reissue debit
and credit cards that contain the EMV micro-
chip technology.

M Merchants will be required to replace POS
devices with newer devices that are capable
of reading the EMV cards.

M Financial institutions will be required to en-
sure that ATMs are capable of reading and
processing EMV cards.

The U.S. also has a much greater number of card com-
panies, financial institutions, and merchants that will be
affected by this transition in comparison to the other
countries that have preceded the U.S. in the transition
to EMV chip technology. The financial commitment
from all parties involved is substantial and has been
one element contributing to the delays in the U.S. im-
plementation of EMV.

The threat and cost of fraud will continue to be a focus
of the financial and security industries. The criminal
element will carry on its efforts to compromise data.
However, the continued implementation of technologies
such as EMV chip technology is one more step toward
the global reduction in card fraud.

By Keith Gray
Director, Cash Audits
Lowers & Associates
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ensure that the businesses actually exist. Vendor background checks should include verifying Employer Identifica-
tion Numbers, researching how long they've been in business, and reviewing their current financial strength. Once a
vendor is cleared, operators should maintain a list of approved vendors and have a separate individual verify that
payments are only made to the vendors on the approved list. Simple tasks like these can make the difference be-
tween a hundred dollar mistake and a multi-million dollar loss.

A dishonest employee will always find a way to get around a regulated system, however proper internal controls can
help a business minimize a large loss. If properly insured, a casino, racetrack, or other business can help protect
itself from a catastrophic loss. However, it will never be able to recover the opportunity to use those funds during the
time the loss occurred. Many factors affect why employees decide to steal. It could be a financial hardship, it could
be an addiction, or it could simply be the fact that the opportunity presented itself. The more opportunities an em-
ployee has, the more likely an employee will be dishonest. Strict internal controls can only minimize the various op-
portunities, and trusting employees will always have a part in business. However, if you had to bet on employee
theft, trusting your good controls will always win over trusting the individual you hire.

By Tyrone R. Bell, Account Manager
Great American Insurance Group
Fidelity / Crime Division

The above narrative is fictional, however, it is
based on situations that have been reported.

NEWS: Too Many Casinos Creating Gambling Saturation?

Americans are gambling more lately. From 2011 to 2012, U.S. casino gaming revenues rose 4.8% and hit $37.3
billion, just under the record high of $37.5 billion reached in 2007. Yet as states push forward with plans
to open more casinos around the country, there are indications that gambling revenues are leveling off.
They are reaching a saturation point, with too many casinos, in too close proximity, for everybody to win.

The casino business in Atlantic City, for example, has been on the decline for six years, due to increasing gambling
options available in nearby Pennsylvania and Delaware. Some gamblers from Maryland have also decided to skip the
trip to the Jersey Shore and stay closer to home. Gambling revenues in Maryland hit an all-time high in August,
mainly because a new casino had recently opened, and because existing casinos had introduced new
table games. Two more casinos are planned to open in Maryland over the next three years,
but despite the local gambling boom, industry insiders foresee a glut in the market.

At Connecticut casinos, declining gambling revenue reports have been making regular appearances—and that’s
before local gambling venues even have to start dealing with competition from casinos planned
for the near future across the border in upstate New York and Massachusetts.

While gambling revenues in Kansas soared by 600% in 2012, the growth came likely at the expense of Nevada,
where gaming revenues inched up just 1.5% last year. Employment at casinos was down 1% nationwide
from 2011 to 2012, according to the Associated Press.

Increasingly destinations associated with gambling have been forced to look beyond tables and slot machines for
revenues. As visitors have grown less focused on gambling, the math has changed,
and non-gambling amenities must bring in revenues—retail, restaurants, and businesses, for example.

Source: TIME—Business & Money

Mitigating Risk for the Casino & Gaming Industry




